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Personal Data Processing Contract
Notification & Acceptance

In Den Haag on {(day) {(month) 2023

BETWEEN:

On the one hand

acting as legal representative of
whose registered office is at
hereinafter, "The Controller"

On the other hand, Manel Baranera, Chief Operating Officer, acting as legal representative of BlueStar
Europe Distribution BV, whose registered office is at Koninginnegracht 19, 2514 AB Den Haag, The
Netherlands, hereinafter " BlueStar" or "The Processor”.

Collectively referred to as “the Parties” or separately as “Party”.
Both parties mutually acknowledge the sufficient legal capacity to sign this Contract and
MANIFEST

I. That within the framework of commercial transactions normally concluded between the parties, it is
necessary for BlueStar to have access to and carry out personal data processing on behalf of The
Controller, related to natural persons who are clients of The Controller who are end users of the
products or services acquired by The Controller from BlueStar or related to contact persons of the
client entities that are end users of BlueStar said products or services, for which BlueStar assumes the
functions and obligations that Regulation (EU) 2016/679 of the European Parliament and of the
Council, of April 27, 2016, attributes to those in charge of the processing of personal data.

Il. That both parties acknowledge complying with all the obligations derived from Community and
national regulations on data protection, especially those relating to the right to information and the
duty of secrecy, and the adoption of technical and organizational security measures that guarantee
the security of personal data.

BlueStar EMEA

www bluestarinc.com



Docusign Envelope ID: DODFEBAC-9352-4C3D-82DB-8967FB7DDB37

ﬁ'ueStar

lll. That, in compliance with article 28 of the GDPR, both parties agree to regulate this access to and
processing of personal data in accordance with the following:

CLAUSES
First - Object of the contract

Through this contract, The Processor is empowered to process, on behalf of The Controller, the personal
data necessary to carry out the operations and processing described in Annex I.

Second - Identification of the affected information and purposes of the processing

For the execution of the benefits derived from the fulfillment of the object of this contract, The Controller
makes the information described in annex | available to The Processor.

Third — Duration

This agreement is indefinite and will be in force for the duration of the commercial relationship between
The Controller and The Processor.

At the end of the contract, The Processor will proceed, in relation to the personal data object of this
contract, in the manner indicated in Annex I.

Fourth - Obligations of The Processor
4.1 Instructions

a) The Processor will only process personal data following documented instructions from The
Controller.

b) The Processor will immediately inform The Controller if the instructions given by The Controller

violate, in the opinion of The Processor, Regulation (EU) 2016/679, the applicable provisions of
Union Law or of the Member States on data protection.

4.2 Purpose limitation

The Processor will process the personal data only for the specific purposes of the processing indicated
in Annex |, except when following additional instructions from The Controller.

4.3 Duration of personal data processing

The processing by The Processor will only be carried out during the period indicated in the third clause.
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a) The Processor will apply, as a minimum, the technical and organizational measures specified in Annex
Il to guarantee the security of personal data. In determining an appropriate level of security, the
parties shall take due account of the state of the art, the costs of implementation, the nature, scope,
context and purposes of the processing, and the risks involved in the processing for the interested
parties.

4. 4 Security of the processing

b) The Processor will only grant access to the personal data processed to the members of his staff to the
extent that it is strictly necessary for the execution, management and monitoring of the contract. The
Processor will guarantee that the persons authorized to process the personal data received have
undertaken to respect confidentiality or are subject to a confidentiality obligation of a statutory
nature.

4.5 Documentation and compliance

a) The Processor will promptly and adequately resolve the queries of The Controller related to the
processing in accordance with this contract.

b) The Processor will make available to The Controller all the information necessary to demonstrate
compliance with the obligations contemplated in this contract and that derive directly from the
Regulation (EU) 2016/679. At the request of The Controller, The Processor will allow and contribute
to the performance of audits of the processing activities covered by this contract, at reasonable
intervals or if there are indications of non-compliance. When deciding whether to conduct an
examination or an audit, The Controller may take into account any relevant certifications held by The
Processor.

¢) The parties will make available to the competent control authorities, at their request, the information
referred to in this clause and, in particular, the results of the audits.

4.6 Data communication

The Processor will not communicate the data to third parties, unless it has the authorization of The
Controller, in the legally admissible cases, or in the case of auxiliary services necessary for the normal
fulfillment of the performance of the services by The Processor.

The communications by transmission of the data that The Processor makes to the companies that
manufacture the products, or providers of the services and guarantees associated with the products or
services acquired by The Controller, to the transport companies, courier, postal mail, customs agents,
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freight forwarders or any other entity, organization or auxiliary service company necessary for normal
compliance by The Processor, are authorized and are considered made on behalf of The Controller.

The Processor may communicate the data to other processors of the same Controller, in accordance
with the instructions of The Controller. In this case, The Controller will identify, in advance and in writing,
the entity to which the data must be communicated, the data to be communicated and the security
measures to be applied to proceed with the communication.

4.6 International transfers

Data transfers to a third country or to an international organization by The Processor may only be carried
out following documented instructions from The Controller or by virtue of an express requirement of
Union or Member State law to which The Processor is subject; They will be carried out in accordance
with Chapter V of Regulation (EU) 2016/679.

4.7 Right to information

It is the responsibility of The Controller to facilitate the right to information at the time the personal data
is collected.

4.8 Assistance to The Controller

a) The Processor will immediately notify The Controller of the requests received from the interested
parties. The Processor will not respond to said request by himself, unless The Controller has
authorized him to do so.

b) The Processor will help The Controller to fulfill their obligations when responding to the requests for
the exercise of rights of the interested parties taking into account the nature of the processing. In
compliance with the obligations attributed to letters a) and b), The Processor will comply with the
instructions of The Controller.

¢) The Processor will support The Controller to guarantee compliance with the obligations established
in articles 32 to 36 of Regulation (EU) 2016/679, taking into account the nature of the processing and
the information available to The Processor, including impact assessments or prior consultations with
the supervisory authority when appropriate.

4.9 Outsourcing. Recourse to sub-processors

The Processor will not subcontract any of the services that are part of the object of this contract that
involve the processing of personal data, except for the auxiliary services necessary for the normal
fulfillment of their obligations.
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If it is necessary to subcontract any processing, this fact must be communicated in advance and in writing
to The Controller, 72 hours in advance, indicating the processing that is intended to be subcontracted
and clearly and unequivocally identifying the subcontracting company and its contact details. The
subcontracting may be carried out if The Controller does not express his opposition within the
established period.

The subcontractor, who will also have the status of a processor, is also obliged to comply with the
obligations established in this document for The Processor and the instructions issued by The Controller.

It is the responsibility of the initial Processor to regulate the new relationship so that the new processor
is subject to the same conditions (instructions, obligations, security measures...) and with the same
formal requirements as the initial Processor, with regard to the proper processing of personal data and
the guarantee of the rights of the affected persons. If that other processor breaches its data protection
obligations, the initial Processor will remain fully liable to The Controller for the other processor's
compliance obligations.

Fifth - Notification of a personal data breach
In the event of a personal data breach, The Processor will collaborate with The Controller and help him
to fulfill the obligations attributed to him by articles 33 and 34 of Regulation (EU) 2016/679, taking into

account the nature of the processing and the information available to The Processor.

In the event of a breach of the personal data processed by The Processor, the latter will notify The
Controller without undue delay once The Processor is aware of it. Said notification must include at least:

a) A description of the nature of the data breach (including, where possible, the categories and
approximate number of data subjects and data records affected);

b) details of a contact point where further information about the personal data breach can be obtained;

¢) its probable consequences and the measures taken or proposed to remedy the personal data breach,
including the measures taken to mitigate the possible negative effects.

Notification will not be necessary when it is unlikely that said personal data breach constitutes a risk to
the rights and freedoms of natural persons.

If and to the extent that it is not possible to provide the information simultaneously, the information will
be provided gradually without undue delay.

Sixth - Obligations of The Controller

It corresponds to The Controller:
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Provide The Processor with the data referred to in clause 2 of this document.

Carry out, when appropriate, an assessment of the impact on the protection of personal data of
the processing operations to be carried out by The Processor.

Carry out, when appropriate, the corresponding prior consultations.

Ensure, prior to and throughout the processing, compliance with Regulation (EU) 2016/679, by The
Processor.

Supervise processing, including conducting inspections and audits.

Seventh - Notifications

7.1

7.2

Any notification made between the parties will be in writing and will be delivered in any other way
that certifies receipt by the notified party.

Any change of address of one of the parties must be notified to the other immediately and by a
means that guarantees the reception of the message.

Eighth - Breach of the clauses and termination of the contract

8.1

8.2

Without prejudice to the provisions of Regulation (EU) 2016/679, in the event that The Processor
fails to comply with the obligations attributed to it by this contract, The Controller may order The
Processor to suspend the processing of personal data until it returns to compliance with its
obligations in this contract.

The Controller will be empowered to terminate the contract with regard to the processing of
personal data under this contract in the event that:

a) the processing of personal data by The Processor has been suspended by The Controller
pursuant to point 1 and this contract is no longer fulfilled within a reasonable period of time
and, in any case, within a period of one month from the suspension ;

b) The Processor breaches this contract in a substantial or persistent manner or the obligations
attributed to it by Regulation (EU) 2016/679;

8.3 The Processor will be empowered to terminate the contract with regard to the processing of

personal data under this contract, if after having informed The Controller that his instructions
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infringe the legal requirements demanded by clause 4.1, letter b), The Controller insists that these
instructions be followed.

8.4 After termination of the contract, The Processor will delete all personal data processed on behalf of
The Controller unless Union or Member State law requires the storage of the personal data. Until
the data is destroyed or returned, The Processor will continue to ensure compliance with this

contract.
Ninth - Language

The entire text of this contract, as well as the documents derived from it, including those appearing in
the annexes, have been drawn up in English, and insofar as this document is also drawn up in a language
other than English, only the English version is considered authentic. Consequently, for legal purposes,
the English text must have priority for interpretation.

And in proof of conformity, the parties sign this contract in duplicate copy in the place and date of the

heading.
/6.9 204¢
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BlueStar Europe Distribution BV Arms CHRFET, 2.0/%6n , DiRECS 70
The Processor The Controller
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Annex |
Processing Description
Categories of data subjects whose personal data is processed
Natural persons who have the status of end-user customers or are contact persons of the companies or
entities that are end-user customers of the products or services acquired by The Controller from The
Processor.

Categories of personal data processed

The data object of processing by The Processor can be the name and surname, the postal address, the
email address and the telephone number.

Nature of processing

The processing will consist of the registration of personal data provided by The Controller to The
Processor as well as its organization, structuring, conservation, consultation, deletion and
communication by transmission on behalf of The Controller.

Purposes of the processing of personal data on behalf of The Controller

The purposes of the processing can be cumulatively or alternatively the following:

- Delivery, on behalf of The Controller, to end-user clients of the products or services acquired by The
Controller from The Processor.

- Provision of manufacturer guarantees to end-user customers of the products or services acquired
by The Controller from The Processor.

- Collection, on behalf of The Controller, of products subject to return by end-user customers (reverse
logistics).

Processing duration

The processing of personal data will last as long as The Processor continues to be a regular supplier of
The Controller.

Once this commercial relationship ends, The Processor will delete the personal data and any copies in
his possession, unless the conservation of personal data is required by virtue of Union Law or of the
Member States or The Controller requests in writing the return of personal data.
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Technical and organizational measures to guarantee data security

Annex i

The Processor will carry out all those measures necessary to guarantee an adequate level of security,
taking into account the nature, scope, context and purpose of the processing, as well as the risks to the
rights and freedoms of natural persons, among others, those appropriate to:

- Guarantee the confidentiality, integrity, availability and permanent resilience of processing
systems and services.

- Protection the personal data during its storage.

- Restore availability and access to personal data quickly, in the event of a physical or technical
incident.

- Verify, evaluate and assess, on a regular basis, the effectiveness of the technical and
organizational measures implemented to guarantee the safety of the processing.

- Pseudonymize and encrypt personal data, if applicable.
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